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Audit Plan Development

We have completed the Risk Assessment, developed the FY23 Audit Plan, and secured resources to execute the Audit Plan

Internal Audit Universe Risk Assessment Audit Plan and Resources

9 Create a framework to assess all aspects of Evaluate inherent risk (prior to considering Aligned with highest risks
risk across UNTS Enterprise controls) against Impact and Probability Audit coverage assessed at the audit
9 Comprehensive and inclusive of all risk Impact considers: Financial Materiality, universe level, considering past 5-

management, governance and control Strategic Alignment, Reputational, year coverage

processes across all campuses Regulatory and Operational risk Assess staff capacity and capability to
Used the Association of College University Probability considers: Complexity, Volume, execute the plan

Auditors (ACUA) categories as baseline and Issues and Changes Determine budget to fund resources
adjust as appropriate
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Inherent Risk Assessment Heat Map

Compliance Program
Privacy (HIPAA / PIl / FERPA)

; Billing / Coding
Construction - Talent Development
3rd Party Management 4. Phar'r;wacy QF;(X.E:;IO”S ./_ Workforce Planning
Data Governance, Protection & Privacy inancial Al

Tuition and Fees
Access Control & Identity Management

IT Asset Management & Physical / Org. Struc_ture & Accountability
Environmental Control Contlngency Plannl_ng
Gifts and Endowments / Foundation Information Security

IT Governance and Strategy
Budgeting / Decision Support

Treasury & Investments ‘ /.
Asset Management | o
Enterprise Risk Management Talent Acquisition

Awareness and Training Graduate Education Safety & Security
Receiving and Warehousing Academic Governance

Accreditation

Communication & Incident Response
Title IX
EEO

Legal/BOR Governance
Diversity, Equity, and Inclusion
Strategic Planning & Metrics
Research Compliance
Human Subjects Research Program
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Tuition and Fees - Ongoing UNT . Tuition and Fees — Ongoing UNT

Dallas (H)
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FY23 Internal Audit Plan

Risk Theme and Focus Area

Technology Risk
Increased war on IT talent
Continuous exposure to
vulnerabilities and cyberattacks

Ransomware increasing
Significant Information Technology

Key:
Inherent Risk Rating:

M — Medium Risk

organizational changes

Overall IT Governance,
Accountability and Strategy

Resiliency Model in development
(cloud, on-premise)

Operational Risk
Supply-chain issues impacting
availability and delivery of goods

Incident Response and Crisis Management .

AD — Advisory * Mandatory
hEd "Ce3S u2 hEd2 hEd 00 2 hEd,” 2
Data Center Migration (H) (AD)
Cybersecurity Program Audit - Phase 2 .
Identity and Access Management .
hEd "Ce*S u2 hEd2 hEd 00 2 hEd," 2

and services
Price of construction / other asset

Third Party Management (H)

increases
Accounts Payable (AP) backlog

HSC Clinic Pharmacy Operations .

causing reputational and relational

Senate Bill 20 Contracting Compliance Assessment*

damage
Aging building and

Faculty Development*

infrastructure, deferred
maintenance

Family Medicine*
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Internal Audit Resources

For FY23 the focus is primarily on assurance engagements and mandatory audits. However, there are many interactions outside of formal / informal
engagements, where Internal Audit collaborates with management and the Institutions to advise or monitor changes in risks (e.g., Advisory, Continuous

Monitoring).

Budget:

FY23 Plan (proposed) $2.55M
The budget includes a one-time
expense of approximately $80K
to accomplish an audit system
upgrade (audit workpaper system
nearing end of support) and $30K
for an external Quality Assurance
Review that is required every 3
years by Professional Standards

Our budget includes limited
unallocated capacity. Additions
will result in either a budget
request or a replacement of a
scheduled review.

Resource Capacity

Continue using Internal Audit full time
employees in combination with co-sourced
resources from audit consulting firms

Co-sourcing used to augment staffing and
internal expertise and provide industry best
practices

Resource Capability

Leverage SMEs in IT/Cybersecurity, Higher
Education and other specialized areas from audit
consulting firms

In addition, Audit consulting firms will provide
advice for:
e Audit system upgrade
e Quality Assurance and Improvement
Program (QAIP)
e Compliance Program

UNT SYSTEM™

Allocation Category Definitions:

Assurance — Risk-based independent audit
Mandatory - Audits required by the State of Texas, Regent Rule, or grant
awards

» Development — Operations — Non-audit activities to support internal audit







Appendix |
FY23 Audit Universe with 5 Yr. Coverage History
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Appendix | — FY23 Audit Universe
Primary Category/Entity Plan Plan Plan Plan Plan Plan

Academic Affairs / Experiential Medical Training

Accreditation (H)

Academic Governance (M) P P P
Instruction and Faculty (M) P P

Program / Course Development (M) 6

Graduate Education (M) 6

Auxiliary Services

Other Payment Methods (M) 6 6
Other Revenue Management (M) 6 6 6
Cash Fraud Management (M) P 6 6

Brand & Reputation Management
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Appendix | — FY23 Audit Universe o

6 - Covered Entity C — Critical Risk
P — Partial Coverage H — High Risk

" AD- A]*}EC2 M — Medium Risk
Audit Universe 2018 2019 2020 2021 2022 2023 . o .
Primary Category/Entity Plan Plan Plan Plan Plan Plan CM - Continuous Monitoring - Low Risk

Student Enrollment and Financial Management

Tuition and Fees (H) 6 P 6 6 6
Financial Aid (H) 6 6 6 6 Audit Universe 2018 2019 2020 2021 2022 2023
Primary Category/Entit Plan Plan Plan Plan Plan ET
Admissions / Recruitment (M) 6 6 6 P J . y
Student Services Technology (Cont.)
Data Governance, Protection & 6 6 6
Student Health / Mental Health (H) 6 Privacy (H)
Student Organizations (M) 6 6 6 IT Incident Response (H) P 6 P
Supply Chain IT Asset Management & Physical / 6 6 6 P
Procure-To-Pay (H) 6 6 6 6 6 6 Environmental Control (H)
Third-Party Management (H) P 6 IT Infrastructure, Operations, 6 6
and Maintenance (H)
Receiving and Warehousing (M) 6
Configuration Management (M) 6
Technology -
IT Third-Party Management (M) P 6
Contingency Planning, 6 6 6 P
Business Continuity, & Disaster IT Change Management (M) 6
Recovery (C) .
System Development Lifecycle & P
Information, System, and Communication P 6 6 Acquisitions (M)
Security (C)

University Relations

IT Governance and Strategy (C
v © Gifts and Endowments / Foundation (H) 6 6

Access Control & Identity Management(H) P 6 P 6

UNT SYSTEM™




Appendix I
FY23 Internal Audit Plan Detall
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Appendix Il -FY23 Audit Plan

Entity Audit Name Business Outcome Rationale Auditable Unit
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Appendix Il — FY23 Audit Plan

Entity Audit Name

UNTS Treasury Services (M)

Bmg l:";‘g Recruiting and
| Onboarding 8

UNT, UNTD,  Benefits Proportional by
HSC
Fund

Inherent Risk Rating:

Business Qutcome Rationale
Finance

Management of UNT System's cash, debt, and Significant finance leadership
investments is effective; including oversight of turnover and limited review of
related third parties. Treasury function

Human Resources

Management identifies and targets exceptional  Increased difficulty and

talent that support and enable key challenges in attracting top
goals. Frictionless transition and assimilation of  talent in the current
new hires into the organization. employment environment

The Form APS 011 as required by the General Mandatory audit
Appropriations Act, Article IX, Section 6.08,

Benefits Paid Proportional by Fund, was

completed accurately and submitted timely for

each institution.

B critical Risk Hl- High Risk M — Medium Risk [l - Low Risk

Auditable Unit

Cash Management / Treasury
& Investments / Debt Services
(M)

Talent Acquisition / On-
boarding / Off-boarding/
Remote Workforce (8

Diversity, Equity and
Inclusion (H)

Payroll / Benefits / Mental
Health (M)
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Entity Audit Name Business Outcome Rationale Auditable Unit

Research
UNT,HSC  International International compliance plans are effectively
Compliance (H) designed (e.g., study abroad, group travel, research,

UNT SYSTEM™



Entity

UNTS, UNT,
UNTD, HSC

UNT, HSC,UN
D

UNT

Audit Name

Compliance Program
Framework On-going
Monitoring (H) (CM)

Equal Opportunity (H)

Tuition and Fees - Ongoing
UNT - Continuous
Monitoring (H) (CM)

Business Outcome Rationale
Compliance
Compliance Programs are adequately designed  Follow-up on results of recent
in accordance with the Federal Sentencing Compliance Maturity Assessment
Guidelines.
Equal Opportunity concerns are resolved Ongoing from previous year

appropriately and timely, in compliance with
policies, procedures, Federal/State regulations.

Student Enrollment and Financial Management

Resident and non-resident tuition rates for Focus on area of highest revenue
undergraduate and graduate students are
calculated accurately and billed timely

Auditable Unit

Compliance Program (H)

Equal Employment
Opportunity (H)
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